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Group G = newGroup()  // generate new group G with key KG
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foreach (User u in listusers){
messag =E(K,, , KG)
i message
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UserGroupList.add(u, G)
}
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u,=e.userld

if(u,# ul{
message=E(K,, , KG') // where km is master key of
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* . message
unicast: KDC —— u,

}

else
UserGroupList.remove(e)
}

}
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addUser(Group G, User u)

{
KG'=generatNewKey(KG)

messagel=E(KG, KG’) // where KG is old group key

. messagel
multicast: KDC
messag2=E(K,, , KG')

message2

unicast: KDC u
UserGroupList.add(u,G)
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mergeGroups(Group G1, Group G2)

{
Group G = newGroup()  // generate new group G with key

KG
GroupList.add(G)
messagel=E(KG,, KG) // where KG is key for new group G

messagel

multicast: KDC Gq

message2=E(KG,, KG) // where KG is key for new group G
message2

multicast: KDC G,
foreach (element e in UserGroupList){
if(e.groupld= G1 OR e.groupld= G2)
e.groupld=G
}

GroupList.remove(G1)
GroupList.remove(G2)

}
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splitGroup(Group G1 , list<User> listusers) // listusers include list
of user to
{ // transfer them to
new group G2
Group G2 = newGroup() /I generate new group G2 with key
KG,
GroupList.add(G2)
KG;=generatNewKey(KG;)
foreach (element e in UserGroupL.ist){
if(e.groupld= G1){
u=e.userld
if(! listusers.contain(u)) {
message=E(K,, , KG;) // where km is master key of

user u
i message
unicast: KDC ——  u
¥
else{
message=E(K,, , KG,) // where km is master key of
user u

i message
unicast: KDC ———  u
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periodicSystemUpdate()
{
foreach (Group G in GroupList) {
if (G.expired){
KG'=generateNewKey()
message= E(KG, KG')
- message
multicast : KDC —— G
}
}
}
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